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Symbols

1. Symbols

In this document, certain symbols are used to pick your attention.

Useful tips are visualized as follows:

This is a useful tip.

Questions are visualized as follows:
e This is a question.

Additional information is visualized as follows:
0 This is additional information.

Warnings are visualized as follows:

i This is a warning.

Business/processing rules are visualized as follows:

(2 This is a business/processing rule.

Links (See also...) are visualized as follows:

Ve This is a link.

=

Examples are visualized as follows:

This is an example.
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Pre-requisites

2. Pre-requisites

GENERAL REQUIREMENTS

A Vsafe' user also called VsafelD.

e |s composed of a prefix (identifying the company enabling the service) followed by your email
address.

e |s provided in the registration email.

The password associated to your VsafelD.

e |s created during the registration process.

An internet connection with access® to:
https://accounts.victorbuckservices.com port 443
https://d.symcb.com/rpa port 443 (related to the Symantec SSL certificate validation)

A Web browser with one the following minimum version:
e Microsoft Internet Explorer 9 and above
e Mozilla Firefox 31 and above
e Google Chrome 36 and above

VCRYPT REQUIREMENTS

e Adobe Acrobat Reader version 9.0 or later

e Security authorization for your Adobe Acrobat Reader application to connect through Internet. (Proxy
or Firewall parameters).

¢ An Internet connection with access to the urls:
o https://securefile.victorbuckservices.com port 443

! Vsafe manages the user account and enables single sign-on across the different underlying products.

2 Access may result in a review of firewall, proxy or other security appliances configuration or whitelisting usually managed by your
company’s IT network and security team.
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Registration process

3. Registration process

A user can register on Vsafe using his registration key and email. This registration key is provided by email
once an administrator of the Company has created a user account on the system or the user creation has
been automatically triggered by an external system.

3.1 Registration Email

VSaie - Regisiration - DEV

Dear customer,

Welcome to VSafe by Victor Buck Services.

Your user name created by testme is: -

In order to create your password and validate your new account, please click on the below
registration link:

https:/faccounts dev victorbuckservices comfssofregister/3c6d3599edb0300d. htm

If you cannot access the link, copy and paste the entire link into your web browser

MNote: The registration key will expire after 60 days. If you had not validated your account
within that period please contact your management company to process with a new

registration key delivery.

This is an automated message; please DO NOT respond to this address

FURTHER INFORMATICN

Victor Buck Services 5.A.
VY Building, 13-15 Parc d"Activités - L-8308 Capeafien - Lunembourg - Phone: {+352) 48 58 66-777 - Emait:
54 ictorbucks ervices.com

Go Green. Consider the environment before prnting this email.

Figure 1: Registration Email
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Registration process

3.2 Access registration screen

If the url received by email is not working, you can click on “Not registered yet?” from the Vsafe Login
Screen.

\/;

Vsafe ID: Enter Vsafe IC

Password:

Not registered yet? Forgot your password?

Figure 2: Not registered yet?

This link will redirect you to the below screen whereby you can enter your registration key and the Vsafe ID.
Once this information filled, press “Next” and the system will send you to the next page of the registration
process.

Registration Key: Enter Registration Key

Vsafe ID: Ente

Figure 3: Registration Page:
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Registration process

\/]

Registration

Registration Key: XXXXX1X Invalid Key

Vsafe ID: john.doe Invalid Fermat

{xxx.email@company.com)

Figure 4: Registration Page::Error message

3.2.1 Create your profile

Here you have to create your profile by entering the following information:

e First Name: Enter your first name. This value could be initialized with the value entered by the
administrator during the user creation.

e |ast Name: Enter your last name. This value could be initialized with the value entered by the
administrator during the user creation.

e Time Zone: Select your time zone / location.

e Create a password: Enter a password following the rules displayed on the bottom of the screen.
e Confirm password: Confirm the entered password.

e Password recovery question: Select a recovery question.

e Password recovery answer: Enter an answer to it in order to let you later recovery your password.

\/]

istration

Create your profile

First Name: m

Last Nama:

Time zone: (UTC +01:00) Europe/Luxembourg -
Create a password:
Confirm password:

Password recovery question: \what s the r wend from childhood? =

Password recovery answer:

Paseward ritless * The password must have more than § characters,
« The password must have kss than 64 characters.
* The password must have more than | numenc digst(s)
« The password must have mare than | lower case character(s).
* The password must have mo

han 1 upper case character(s)
= Thi password must be different from the last 5 password(s).

Al rights

Figure 5: Registration::Create password

If an error occurred when the user enters the parameters, the errors are displayed in red like the following
screen:
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Registration process

\/}

First Name:

Last Name:

Time rone:

Create a password:

Confirm password:

Password recovery question:

Password recovery answer:

Password rules:

Registration

Create your profile

(UTC +01:00) EuropefLixembourg -

Fiald e

m childhood? x|

ne of your be:

The password must have mare than & chara
The password must have less than 64 charac
The password must have more than 1 numenc digits)
The passward must have more than 1 lawer case character(s)
The password ave more than 1 upper case character(s).
The password must be different from the last 5 password{s)

Figure 6: Registration::Error message

When there is no error, a confirm screen is displayed to the user:

Him,

Thanks to register

A confirmation email has just been sent to you

Your VsafeID is s o - - - — - -
You can access to all of your applications with this link

Al rights reserved by Victor Buck Services S.A -

Figure 7: Registration::Confirm message
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Registration process

In the same time, the system sends a confirm email message to the user:

V/Safe - Registration Confirmation - DEV

Dearmc,
Your registration to Vsafe is now complete.

Your VsafelD is:

This is an automated message; please DO NOT respond to this address

FURTHER INFORMATION

Victor Buck Services 5.A
IVY Buikiing, 13-15 Parc d'Activités « L-5308 Capellen - Luxembourg « Phone: {+352) 43 38 §6-777 « Emait
suppontfivictorbuckservices com

Go Green. Consider the environment before prnting this email

Figure 8: Registration::Confirm email
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Accessing Vcrypt

4. Accessing Vcrypt

url: https://verypt.victorbuckservices.com

a N

User open direct Vcrypt URL

User browse
vcrypt.victorbuckservices.com

System forward user to
accounts.victorbuckserivces.com

afe
1 User enters his credentials

Username / Password

System forward user to
verypt.victorbuckserivces.com

t
S User

Access About page with user guide

Figure 9: Accessing Vcrypt
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Opening Secure PDF

5. Opening Secure PDF

When you click on the pdf document attached to the email, your Adobe Acrobat Reader will open
automatically and recognize the pdf as secure triggering some additional security boxes.

5.1 Security Warning

Prior to entry of username and password, the recipient will be presented with a Security Warning

o Allow must be selected to continue with the process.
e Block will prevent access steps from continuing.

e Help will present the recipient with the following.

Security Warning

This document is protected by a policy From an Adobe LiveCycle Policy Server.
Yiou are about to contact the site:

securefile.victorbuckservices.com

IF wou trusk this site, click "Allow” ko continue, otherwise click "Block” to cancel.

[Iremember my action Far this site

[, Help J [ Allawe J [ Black J

Figure 10: Security Warning

5.2 Credentials

On that screen, you have to enter your username and password received during the registration process.

Access to this document is restricted by this remote server:

securefile.victorbuckservices.com

| You must sign in with your account information to be granted access
to this document. Your account information will be sent securely to
the remote server, To learn more about what this means for you,
please click on the 'Privacy and Security’ button,

Please enter your Secure File Service credentials.

Username Icompany.user@domain.com

Password

Pngacyanngcuf’:ig...‘ [ ok | [ Eanitl

Figure 11: PDF Log In

If you don'’t have the rights to open the document, even if your username and password
are correct the access will be denied. In that case, please contact your administrator
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New Company Access Notification

6. New Company Access Notification

When your Fund Administrator setup your account, he can enable your Single-Sign-On user so that you can
open all the files from the various Management Companies you're investing with a single userid.

In such case, each time that you receive for the first time an encrypted email for a specific Management
Company you will receive the below email in order to tell you that you can use your existing account to open
the new files.

VCrypt - New Company Access

Dear VCrypt User,

Please be informed that your VCrypt account company.useri@domain.com has been
granted access to documents from WVBS Investment company.

Please use the same credentials as you are already using today with ¥BS TA company.

This is an automated message - please DO NOT respond to this email address.

Figure 12: New company Access
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User Interfaces

7. User Interfaces

7.1 Menu Bar

—— 1 2 3 5
= ;7‘:_' ABOUT Ludovic Duvetter
§ 7 Vierypl ictor Buck Services
victor buck services
r

Figure 13: Menu Bar

1. About panel: Open about panel.

2. My products list: Allows switching from one authorized product to another.
3. User name: Last name and first name of the connected user.

4. User Company: Company name of the connected user.

5. Log out: Log out from Vcrypt and the other Vproducts.

7.2 About

The About page gives further information about Vcrypt and gives access to the user guide by clicking on the

PDF icon.

s
—
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Default PDF Security Properties

8. Default PDF Security Properties

Offline period: 10 days. If you open a secured PDF file successfully and you accept the offline
disclaimer than, during 10 days you would be able to open the same file without having to
authenticate again.

Print: Yes

Modify: No; you can’t change/edit the PDF content and/or properties.

Copy: Yes; you can copy / paste the document content.

Remove Protection: No.; you can’t save an unsecured version of the PDF you opened.
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Frequently Asked Questions

9. Frequently Asked Questions

This section gathers questions and answers raised by Vcrypt users.

1) I didn’t receive the registration email containing the registration key.

If you didn’t receive the registration email or if you lost it, you can contact your client service representative
who can transmit it to you.

2) When opening a secured PDF | get the following message about a proxy server access. |
provide my username and password but it’s not working.

The following screen is displayed only while your internal organization requests a proxy and is not related to
the Vcrypt authentication itself. Therefore, you should enter the username and password that you use in our
organization and NOT the user and password of Vcrpyt / Vsafe. Once this login screen passed, you will then
get the dialog box to provide VsafelD and password.

‘Your compuker is configured to use a proxy server,

Provide your regular login information for this
organization.

Liser Mame:

Password:

L Ok ] [ Cancel ]

Figure 14: Proxy Login

3) I got the following “warning” message, what does it means?

This message could occur when your computer can’'t access a valid SSL certificate. This SSL certificate
used by Victor Buck Services to secure the application is published by the VeriSign certification authority.
Therefore your computer certificate must be updated through the operating system updates to ensure having
a trusted root certificate and trusted authority certificate. If you can’t update your operating systems, please
ask your IT administrator to do so.

Error Information

350 protocol ervor, Certificate is either invalid or common name ar aukhority are not
Ly recognized. If this problem persists, contact an administrator For assistance,

Figure 15: Acrobat Reader Error::SSL error
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Frequently Asked Questions

4) I got the following “Error” message, what does it means?
This message could occur if:
o If you don't have a valid account on Vsafe / Vcrypt
o If you are not registered.

o If your username and/or password is incorrect.

Acrobat Security

@ The account information you entered is incarrect. Please try again.

Figure 16: PDF Error::Account Error

Should you forget your password, you can try the recover password procedure from here:

https://accounts.victorbuckservices.com/sso/forgotpassword.htm

5) I got the following “warning” message, what does it means?
This message could occur if:
o Your account is working properly but you don’t have the necessary permissions to open the

current document. In that case, control that you’re indeed authorized to open this document.
If you believe you are, please ask your document provider to give you the right permissions.

Error Information

‘ Access ko this document is restricked. Your account does not have permission to open it

Figure 17: PDF Error::Invalid Rights

6)1 didn’t get a new registration email when | received the first secure PDF of a new
Management Company?

Your username is unique and valid for all PDF distributed by a same Transfer Agent. Therefore

you could use the same username and password for the files received for different Management
Companies.

7)1 must provide the user and password each time | am opening a pdf file. Is there a way to
remember that password?

For security reasons your username and password can’t be stored. However, if you leave your
Acrobat Reader open after successfully having opening a file you could then during 2 hours open

other files without having to login again. Unfortunately, after 2 hours you will have to enter your
credentials again.

8) I have lost my password and | can’t remember my secret answer what should | do?

In such situation, you have to contact your document provider so that he sends you a reset
password link.
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